SOUTHERN UNIVERSITY AND A&M COLLEGE SYSTEM
Division of Information Technology

INFORMATION TECHNOLOGY PROCUREMENT
POLICY

1.0 Overview

Technology plays a key role in academic putsuits, research endeavots, daily operations and
administrative functions. The rapid expansion of technology in all aspects of the univessity provides
opporttunities for academic innovation, collaboration, and inctease administrative efficiencies.
Cootdinating technology putchases allows the university to maximize its technology investment by
utilizing existing setvices when appropriate and shating expertise between departments. The Division
of Information Technology (DoIT), which comptises of IT units at the SU Systems Office and five
campus locations, will help putchasers make informed decisions that maximizes SUS tetutn-on-

investments (ROT).

2.0 Purpose

The putpose of this policy is to utilize Univessity Information Services” expettise to help purchasers
make technology purchases that best benefit the university and avoid potential problems. DolIT can
help putchasers putchase the most cost effective technology and the technology DolT is best able to
support, as well as avoid potential incompatibilities and legal issues. The policy also ensutes that
technology that needs to be tracked is tecorded in DolT propetty databases and that the ownership
of technology is cleat.

The IT procurement policy framewotk for acquisition and IT deployment at SUS includes broad
consideration in providing maxitnum flexibility in IT utilization while yielding to the following
overatching business and efficiency principles:

*  Seek fitst to provide maximum value to the SUS campus system, then campus, then college, then
departmental organizations and individuals.

+ Adhete to established Information Technology standards established by the Division of
Information T'echnology.

»  Utilize existing University Information Technology resources, assets and setvices before non-
univetsity services are considered.

+  Protect against un-authotized un-funded mandates.

*  Where there ate conflicting ptiorities, ptovide a means fox resolution.

3.0 Scope

This policy applies to all Southetn Univetsity System campuses, employees, and students.

This policy applies to any technology tesoutces, softwate, data ot information services that is paid for
with univetsity funds, including grant funds, regatdless of the soutce of funding, location, ot intended
putpose. These tesoutces include but ate not limited to: Computers and setvets of any form factor;
Software and information systems; Technology setvices, consulting, and maintenance contracts;



Netwotk devices; multimedia equipment, sutveillance and projection equipment; and doot locking,
alattm, and environmental monitoring equipment, Some patts of this policy (those that deal with
technology ownership, lifecycle teplacements, computer growth and asset tagging) also apply to
technology that has been donated to the univetsity.

4.0 Policy

Information Technology Procurement

All University Information Technology ptocurements requite approval from DolT. DolT will
provide the Purchasing department a list of authorized personnel and will update this list as needed,
ot annually during the annual budget process.

5.0 Procedures

5.1 Pre-Purchase Consultations

Putchases require a consultation with DoIT befote purchasing if they meet any of these qualifications:

Subsctiptions to and renewals (annual, monthly, etc.) of online setvices.

Computet softwate (does not include apps purchased from a mobile device app stote).
Computers and tablets.

Devices with the intent to connect them to wired ot wireless networks.

Technology with a cost of $5,000 ot mote, including Application Softwate packages.
Conttactual setvices with a cost of $5,000 ot mote

Technology which requites Dol'l' aid to deploy.

5.2 Standard and Non Standard Approved Software, Hardware, and Services

Dol T will establish and maintain a website of computer technology acceptable standards, models and
vendors. The website will contain appropsiate insttuctions, forms and information for the purposes
of acquiting technology resources.

When technology is apptoved as a campus standard it is considered to be preapproved for
procutement without additional consideration by DolT.

If a package is not listed as a curtent standard, it is considered to be nonstandard. Requests fot
non-standard software must be made using the Technology Request Form (TRF), and must be
apptoved by the Dean ot department head and Dol T

Non-standard software may not be suppotted by DolT. Before putchasing non-standard
softwate, the putchaser must identify the soutce of suppott for the software being purchased.

Putchase of non-standard technology components is allowed. However, such putchases should
be minimized as much as reasonably possible. The putchase of non-standard technology
components must be justified by the existence of special circumstances that require it. Also, the
putchaset of a non-standard technology component must document the soutce of support for the
component before purchase will be approved.



5.3 Applications and Information Systems Softwaie

Information Systems softwate is software that fulfills a specific business putpose, depends on
integration with other sources of information, and is typically used by mote than one petson.
+  All Information Systems must be evaluated and approved by the DolT' before putrchase

«  Examples of Information Systems ate: Bannet Student Information Systems (ERP), Leatning
Management Systems (LMS), and enhanced functionality applications softwate that intetfaces ot
detives data from BERP ot LMS systems. When an application software package is consideted fot
purchase, it must be evaluated in texms of its fit with the campus envitonment (operating hardware
requitements, database management system, opetating system requirements, Web environment
requitements), and the support requirements

5.4 Lifecycle Replacements

Reliable technology is important to maintaining smooth operations of Univessity functions.
Therefore, technology should be kept technically current to remain compatible with requited
capabilities, security constructs and technology innovation. DolIT has a procedute fot the annual
replacement of computers, taking place each summer, with priotity given to the pritnary computets
of full-time employees. Computers may be teplaced via departmental funds ot replaced with used
computets from DolT stock. All old computers that have been teplaced with newet computets ate
returned to DolT for reuse ot disposal. The following schedule provides a guideline to follow fot
planning replacements of computer technology.

»  Computer Labs funded by Student Technology Fees will be eligible to be tefteshed evety four
yeats.

+  Faculty/Staff laptops and tablets will be eligible to be tefteshed evety four years.

+  Faculty/Staff workstations will be will eligible to be teplaced every five yeats; or if the wotkstation
is out of watranty and repait is not feasible; or if there is adequate justification that the worlstation
does not met the tequitements for the uset’s job.

5.5 Contractual

All contracts must comply with the university's Conflict of Interests policy. Purchasers of technology
services ate expected to take all reasonable ptecautions to ensute that theit outside financial interests
do not place them in conflict with catrying out their duties and responsibilities as employees of the
university, ot as investigators. Before contracting with vendots to procure services, depattments must
determine if the services can be obtained from internal university resoutces, specifically from Dol T,

« Al technology service contracts must be reviewed by DolIT for the benefit of the University in

terms of cost, setvice and teliability.
» Al technology setvice contracts must be approved by Associate Vice President for Information

Technology or his designee



+ Tt is the policy of Southern Univetsity System DolT to review and evaluate petformance by
suppliers of technology in sevetal categoties, including but not limited to: financial stability of
vendor; security cleatances; cost; teliability; service times and performance; and acquisition time.

5.6 Computer Growth and New Employees

To keep the numbet of computets it suppotts at a manageable level, DolT tequites that in most
situations where a new computer is purchased, an older computer is retutned to DoIT. DolIT takes
the final decision on exceptions to this practice. New employees ate expected to use the computers
of their predecessors. New employees for new full-time positions will generally teceive new
computets paid for from the startup budgets for the program or position. DoIT may have a small
contingency fund fot cases whete no such budget exists.

5.7 Asset Tagging

The Office of Propetty Management places asset tags on, and keeps records of, all university owned
technology with a total cost of $1,000 or morte, that may be eligible for lifecycle replacements, that has
the potential to connect to the wited or witeless networks or that is at a significant risk for theft ot loss.
Special tags may be used to designate technology items deemed to be “fixed assets” Usets of
technology are tequited to inform Property Management of changes to the location, usage ot employee
responsible for tagged technology.

5.8 Who Pays For What

The responsibility to pay for technology, including repairs and consumable supplies, lies with the
departments using said technology, Generally, DoIT pays for lifecycle teplacements of Datacenter
sexrvers and computets, network-telecommunications hardware, and enterprise applications systems
and software, Most other technology, repaits and supplies are paid for by the depattments using the
equipment.

5.9 Technology Approvals

The SUS campus CIOs ate authotized by the Associate Vice President for Information Technology
to approve I'T equipment putchases up to a threshold amount of $10,000. Any IT purchases over this
amount must also include the Associate Vice President’s approval.

5.10 Technology Ownership

All technology purchased with univetsity funds, including grant funds, is owned by the university.
DolT has final say on how and whete technology is deployed and how and when it is discarded.

6.0 Enforcement

Individuals not following this policy may be petsonally liable for costs associated with those putchases.
"The departmental budget manager ot direct supervisor will be contacted to take appropriate action on
a violation.



7.0 Exclusions

There are no exclusions. The SU Systetns President has the sole authotity to make exceptions, in
writing, to this policy.

8.0 Definitions

+ ‘Technology is herein defined as any computet, computetized device, audiovisual device, ot
device that works with or as patt of a computerized device or netwotk.

+  Information Services are herein defined as any software, data, web ot Internet based service that
is paid for.
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